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1.  DEFINITIONS.  Capitalized terms used herein but not defined herein shall have the same 
definition prescribed in Seller’s Standard Terms and Conditions.  
 
2. DATA SECURITY.  Seller as Processor shall be responsible for implementing technical and 
organizational measures appropriate to the risk to safeguard Buyer Personal Data from 
unauthorized, unlawful, or accidental access, use, processing, loss, destruction, or damage.  
 
3.  DATA PROTECTION. Buyer and Seller are responsible for complying with their respective 
obligations under the applicable data protection laws and regulations.   
  
Seller, as a Processor, is responsible for implementing the means necessary for fulfilling the 
processing activities of Seller’s processing of Buyer Personal Data in accordance 
with applicable data protection laws and regulations. Seller shall, at the request of Buyer, 
provide Buyer with guarantees (including, needed information) on the implementation of 
the aforementioned technical and organisational measures for the processing to meet the 
requirements of applicable laws and regulations and to ensure the protection of the rights of 
the data subjects.  
  
Seller, as a Processor, shall process Buyer Personal Data only in accordance with documented 
instructions (including those set forth in Seller’s Standard Terms and Conditions and herein) of 
Buyer, unless processing is required by applicable data protection laws or regulations to which 
Seller is subject. In such a case, the mentioned laws and regulations allowing, Seller shall inform 
Buyer of that legal requirement before processing.   
  
Seller shall notify Buyer in case Seller notices that the instruction of Buyer 
infringes applicable data protection laws or regulations unless such law(s) or regulations(s) 
prohibit such information.  
  
Buyer, as a Controller, is responsible for Buyer Personal Data processed, specifically for the 
purposes and means of the processing and for ensuring that processing has a legal basis.   
  
Buyer, as a Controller, shall provide Seller as a Processor with documented instructions on the 
processing of Buyer Personal Data.   
  
Buyer, as a Controller, shall ensure that it has provided all information as required 
by applicable data protection laws or regulations to the data subjects and that Buyer has the 
right in accordance with applicable data protection laws or regulations to transfer Buyer 
Personal Data to Seller.   
  
The subject-matter of Buyer Personal Data processing is the provision of access to and use of 
Customer App by Buyer and/or data subjects specified herein in accordance with the Main 
Agreement.  
  
The processing commences when username is entered into Customer App and ends upon 
termination of the Main Agreement or exclusion of Customer App from the Main Agreement, 
unless otherwise required by applicable laws or regulations to which Seller is subject.  
  
Buyer Personal Data is processed in connection with access to and use of Customer App by 
Buyer and/or data subjects.  
  
Buyer Personal Data shall be processed by Seller exclusively for the purpose of provision of the 
Services by Seller.  
 
The types of Buyer Personal Data and categories of data subjects processed by Seller are 
available in Customer App, in Seller Customer Portal or upon request from Seller.   
  
Buyer Personal Data is processed by automated means within Seller’s Customer App, including 
databases, application programming interfaces, and the software itself.  
  
Buyer (including any reputable third parties not being or representing competitors of Seller, 
acting on behalf of and mandated by Buyer) is entitled, at Buyer’s, cost to carry out 
sample checks and audits (including inspections), regarding Buyer Personal Data protection and 
data security, always to be announced in advance with reasonable notice, however never 
shorter than fifteen (15) business days. Seller shall provide Buyer with reasonable assistance 
and information required to meet Buyer Personal Data sample check and audit obligations and 
make the necessary non-confidential documentation (existing at the time of sample check or 
audit in whatever common form) available for Buyer for the purpose and duration of the 
sample check and/or audit. Buyer is responsible for executing the sample checks and audits 
without causing disturbance to Seller's data processing or other operations. Seller is entitled to 
charge the reasonable costs (including those of Seller's subcontractors) for participating in 
sample check(s) and audit(s) from Buyer. Any materials or information concerning Seller, or its 
business disclosed to or otherwise viewed by Buyer, or its mandated auditor shall be treated 
as confidential information of Seller.   
  
If requested by Buyer, Seller provides Buyer with all information and documentation necessary 
to demonstrate compliance with the Processor obligations set forth in  applicable data 
protection laws and regulations. Seller shall inform Buyer without undue delay after becoming 
aware of any relevant data breaches occurring during the data processing.   
  
Seller shall meet the requirements specified in applicable laws and regulations, in order 
to engage sub-processor(s) for processing of Buyer Personal Data.  
  

Seller has Buyer’s general authorization for the engagement of sub-processors. Seller shall 
inform in writing Buyer of any intended changes concerning the addition or replacement of 
sub-processors at least 30 days in advance, thereby giving Buyer the opportunity to object to 
such changes prior to the engagement of the concerned sub-processor(s). Seller shall have the 
right to terminate the Main Agreement and/or Customer App in the event that Buyer rejects 
addition or replacement of a sub-processor.  
  
Seller’s sub-processors authorized by Buyer include the group of companies which directly, or 
indirectly through one or more intermediaries, control are controlled by, or are under common 
control with, Seller.  
  
Where Seller engages a sub-processor for carrying out processing of Buyer Personal Data, the 
same data protection obligations as set out in Seller’s Standard Terms and Conditions and 
herein, shall be imposed on that sub-processor, in particular providing sufficient guarantees to 
implement appropriate technical and organizational measures in such a manner that the 
processing will meet the applicable requirements.   
  
Seller shall be responsible for requiring that a sub-processor at least complies with the 
obligations to which Seller is subject pursuant to Seller’s Standard Terms and Conditions and 
herein and the applicable data protection laws and regulations.  
  
Seller shall ensure that Seller’s employees, as well as sub-processors authorised by Buyer to 
process Buyer Personal Data, commit themselves in writing to confidentiality or are 
under an appropriate statutory obligation of confidentiality.   
  
Seller shall reasonably assist Buyer based on Buyer's information and instructions, to respond 
to and to comply with the requests for exercising the data subjects’ rights under 
the applicable laws and regulations.  
  
Seller shall without unnecessary delay forward to Buyer any and all enquiries and requests 
(including but not limited to those related to above rights) received from data subject(s). Seller 
shall not independently respond to or further process any referred enquiries and requests, 
other than providing acknowledgment of receiving such, without having received instructions 
from Buyer, unless required to do so by applicable data protection laws or regulations to which 
Seller is subject. In such a case, Seller shall inform Buyer of that legal requirement before 
processing, unless that law prohibits such information.   
  
Taking into account the nature of processing and the information available, Seller 
shall reasonably assist Buyer in ensuring compliance with the requirements of applicable data 
protection laws and regulations.   
  
Seller shall stop processing Buyer Personal Data as soon as possible, however, never later than 
one (1) month, after the expiration or termination of underlying agreement. At Buyer's request, 
all Buyer Personal Data will then be forwarded to Buyer, or a third party defined by Buyer and 
destroyed from Seller's possession except for mandatory legal or archival purposes or as 
otherwise agreed in writing between Seller and Buyer. Alternatively, upon Buyer’s request, 
Seller will destroy all Buyer Personal Data in its possession except for mandatory legal or 
archival purposes.   
  
In case Buyer has not within thirty (30) business days from the termination or expiration of the 
underlying agreement decided whether Buyer Personal Data must be returned and/or 
destroyed, Seller shall destroy all Buyer Personal Data in its possession except for mandatory 
legal or archival purposes, without unnecessary delay.  
 


