
TRUCONNECT 
DATA SECURITY
TRUCONNECT Remote Monitoring collects 
data through a condition monitoring unit 
installed on the asset. The data is then 
transmitted via a modem to a datacenter. 
Data is stored in a secured location outside 
of Konecranes premises.

The condition of the remote connections is 
monitored by Konecranes for the highest 
availability. And access to remote connections 
is strictly controlled and granted only to 
authorized personnel.

ADDITIONAL SECURITY
• The system is protected with anti-virus 

software installed in all workstations, 
specialist laptops and the remote data 
center

• Remote connections are isolated from 
the public Internet and all data traffic is 
encrypted

• Enforced password policies
• Continuous security monitoring and incident 

response

VPN
terminal

Mobile
modem

CUSTOMER EQUIPMENT

CUSTOMER  
SITE NETWORK

ISOLATED NETWORK AT KONECRANES DATACENTER

INTERNET

Crane
diagnostic
unit

Customer 
firewall

Firewall

Mobile 3G global 
private network

Secure
encrypted
VPN tunnel Secure

encrypted
VPN tunnel

Konecranes 
servers for 
remote data 
transfer, 
connection 
monitoring Konecranes servers 

for remote support

Secure 
encrypted 
VPN access 
for remote 
support 
connections

Konecranes
support specialist

© 2017 Konecranes. All rights reserved.


